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Privacy in IT Systems

Cloud Computing
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De-Ildentifying and Online

Anonymizing Data

Privacy Issues

Security Concerns
* Complacency
* Geographic Needs
* Services Misuse
* Data Breaches
* Traffic Hijacking
* Security Interfaces
* Storage of information
* Proper Auditing

Associations and Standards
NIST Cloud Computing Standards Roadmap
Cloud Standards WIki
Cloud Security Alliance
Storage Networking Industry Association

NS

Types of Encryption Identifiability /Identifiers Online Advertising Tracking
* Record * Devices * Inventory Technologies
* Field * Anonymous Data * Premium Cookies
* File * Pseudonymous Data * Contextual Beacons
* Disk * De-ldentification * Demographic Locally Shared
* Re-Identification * Psychographic Objects
* Behavioral Browser

Regulations
Basel IlI
HIPAA
PCI DSS
Financial Instruments

Cryptography
Symmetric
Asymmetric
Hashing

Privacy Enhancing
Technologies

Online Threats

Fingerprinting
History Sniffing
Super Cookie

* Data Loss Prevention * Phishing

* Automated Data Retrieval * Spear Phishing Tools

* Automated System Audits + Whaling Machine Readable
* Data Masks * Pharming Policy Language

Obfuscation
Picture Authentication
Technography

SQL Injection
Cross-Site Scripting
SPAM

Browser Security
Web Security
Protocols

*Adapted from IAPP CIPT Privacy Certification




